HAL C

SMART SENSQOR

SENSTAR SYMPHONY COMMON OPERATING PLATFORM
INTEGRATION GUIDE

S=ENSTAR.

IPVIDEO CORPORATION | 1490 NORTH CLINTON AVENUE BAY SHORE NY 11706




Contents

INTRODUCTION.......ooiiiiiiiic e e 2
HALO SMART SENSOR = DEVICE NAME...........ccootiiiiiiiiiiri 3
HALO SMART SENSOR — ENABLE RTSP STREAM ..........ccooevviiiiiiiinnneee, 4
HALO SMART SENSOR = ACTIONS ..o 5
HALO SMART SENSOR = INTEGRATION..........cooiriiiiieee e 6
SENSTAR SYMPHONY SERVER — ADD HALO SMART SENSOR................ 7
SENSTAR SYMPHONY SERVER—RULES ...........cccooiiiiiiiiiiiiiiineeeere, 12
SENSTAR SYMPHONY CLIENT- VISUALIZING HALO EVENTS................ 18

October 19, 2021



INTRODUCTION

The HALO Smart Sensor can be integrated into Senstar’s Symphony Common Operating Platform
using the RTSP output from the HALO device and the Generic URL support of Senstar
Symphony. This allows operators to visualize and record the real-time data from the HALO

Smart Sensor, as though it were a typical IP Camera.

HALO Smart Sensor can also send event messages to the TCP Listener of Senstar Symphony.
When the threshold of sensors is exceeded, TCP/IP messages are transmitted to Senstar
Symphony and the Rules can be used to associate cameras and alarms to the HALO Smart

Sensor events.

Note : This integration was tested using version 7.6.0.8
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HALO SMART SENSOR — DEVICE NAME

Connect to the HALO SMART SENSOR with a web browser and click on the Device Icon in the
bottom navigation bar.

Device Management

Device Name

VMSTESTING
Preset
Reset Config Reboot Device
Firmware
Choose File.. Browse UGELRSIELTES
Language
@ Change Language

Enter a UNIQUE name in the Device Name field. Click the Set Name button to save settings.
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HALO SMART SENSOR — ENABLE RTSP STREAM

To capture the Stream URL needed to connect Symphony to HALO, simply navigate to the HALO

Smart Sensor with a Web Browser, and click on the Image Icon in the bottom navigation bar

Scroll down to the RTSP settings.

RTSP

rtsp://10.1.7.191:554/stream

@ RTSP Stream Enabled Authentication = Both s
User admin Password n
Image Graph 5 Port 554

1) Highlight and Copy the Stream URL displayed at the top of the settings area.
2) Click the RTSP Stream Enabled switch

3) Set Authentication to Both

4) Enter a Username and Password

5) Select the Image Type (Dashboard or Graph)

6) Enter the RTSP Port (Default is 554)

7) Click Save to save RTSP Image Settings
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HALO SMART SENSOR — ACTIONS

Click on the Actions Icon on the HALO Smart Sensor interface.

Actions

Event Identifier

Aggression
AQI
Gunshot
Help
Masking
Tamper
THC

Vape

Email Set

Email Reset Msg Set

O

Msg Reset

Check the Messaging Set checkboxes for each of the Event Identifiers.

Scroll down and click the Save button to save settings.

October 19, 2021



HALO SMART SENSOR — INTEGRATION

Click on the Integration Icon in the bottom navigation bar.

External Messaging

Partner Integration Templates ---Select a template--- %

Protocol @ TCP O HTTP Repeat Holdoff = 5 sec
) <metadata text="halo.event.%EID%.%NAME%"></metadata> )
Set String @ On O Off @
/
Reset String O On® Off @
V

Above you can use:
%NAME% - device name
%IP% - ip address
%MAC% - mac address
%EID% - event id
%SOURCE% - data source

%THR% - event threshold
%VAL% - sensor value
%DATE% - local date of event
%TIME% - local time of event
%PSWD% - password
%USER% - user

Address  172.16.10.59

Port 50103

Status: OK

1) Select TCP for Protocol.
2) Enter <metadata text="halo.event.%EID%.%NAME%\n”></metadata> in the Set String

and click On

%FWVER% - firmware version
\\ - 1 back slash

\n - new line

\r - carriage return

\u#### - hex char code

etc.

3) Inthe Address field, enter the IP Address of the Symphony Server

4) In the Port field, enter 50XXX. The Port Listener for each camera is determined by the
Camera ID in Symphony. If your camera ID is “1”, take 50003 + (CAMERAID x 10) or
50003 + 10 = 50013 for the port number. Each HALO should send data to a unique port

number.

NOTE : The Camera ID can be found next to each camera on the Cameras list

SENSTAR,

Licenses

27 Devices

Templates Hardware Integrations Access Devices Device Tree Carousels

Cameras

Q ID Name

o 10 HALO Smart Sensor

Security  Rules

Settings

1P Address
10.1.7.191

Brand Model

RTSP URL RTSP URL

5) Click Save to retain settings

Template

Default

Web Client LogOut Help

Resolution  FPS Groups Add-On

1280 x 720 5 Devices None
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SENSTAR SYMPHONY SERVER — ADD HALO SMART SENSOR

Open Senstar Symphony Server to add the HALO Smart Sensor as a device.

Login | Senstar Symphony Server
Configuration

1) Navigate to the server’s IP Address in a Web Browser
2) Enter Username and Password and click Login
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x +

SINSTAR, Devices Security Rules Likenses Settings

(Y < o

Web Client  Log Out  Help

Add Cameras

Address Driver Model Status

User Name Password

1) Click on Devices in the primary navigation bar then click on Cameras
2) Click on the Add Camera Manually button
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Web Client Log Out  Help

SINSTAR, Devices Security Rules Lienses Settings

'

Add Cameras

Address Driver Model Status User Name Password

1) Enter the RTSP URL for the HALO Smart Sensor in the Address field (ex
rtsp://10.1.7.191:554/stream) and enter the User Name and Password for the HALO
device.

2) Click Connect
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[EINSET) Templates  Hardware Integrations Access Devices Device Tree Carousels

Cameras

10) HALO Smart Sensor

General

RTSP URL
(rtsp://10.1.7.191:554/stream)

Add-Ons

Groups

Video Storage

Auxiliary

O Enable Audio Input

Web Client LogOut Help

Preview

& Select same codec, resolution and FPS settings as configured on device web page.

Video
Rotate Degrees Enat Gramict logy
Allow custom resolutions
Stream 1
Width Height FPS Video Codec Transport Bitrate Key Frame Interval
720 5 v | Hoea 0P | |300 = =

1)
2)
3)
4)
5)
6)
7)

Edit the device name in the General Settings
Specify 1280x720 for Width and Height

Set FPSto 5

Set Video Codec to H264

Set Transport to UDP

Set Bit Rate to 300

Set Key Frame Interval to 10
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Web Client LogOut Help

[EINSET) Templates  Hardware Integrations Access Devices Device Tree Carousels

Camera:

10) HALO Smart Sensor

Add-Ons

Analytic License Obtained Analytic License Requested

Add-Ons

Nor ~
Groups
Video Storage Name Type Description
Augiliary G ) cpuseer Other
- "
( ] Camera Tampering PC Analyti
(=) Motion Detectic PCAnalytic  Detects

Groups

0 Devices

Video Storage

Storage Paths Video Storage

® Use storage paths set by server ® Use storage limit set by server

Use specific paths for this camera Limit the number of days video is stored

[TBack |

1) Scroll down to Add Ons section and Enable TCP Listener for the HALO Smart Sensor
2) Click Save at the bottom of the page to save settings.

October 19, 2021



SENSTAR SYMPHONY SERVER— RULES

~
>
o'

SENSTAZ, Devices Security Rules Likenses Settings Web Chent  LogOut  Help

Schedules

Q Name

1) Click on Rules in the Primary Navigation
2) Click on Schedules
3) Click the Add Schedule button
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© - o x

* @ (U D)
Web Client LogOut Help
Rules Events Action Sets
Exceptinns Select a date. Repeat every year O

Define the Schedule to receive Alarms from HALO Smart Sensor
Click Save
Click on Action Sets and click the New Action Set button

5] + o - o x

« C a 172.46.10.59 2 .

Web Chent LogOut  Help

Action Sets

Q Name

4 Action sets Page 1
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1) Enter a Name for the Action Set

© - o x
4
Rules Licenses Settings Help
Rules  Eve Action Sets ECEIEIES
Rules > Action
Properties
Alarm Properties
Instructions Name
Record
Alarm
View other cameras on alarm B Raise Alarm
[ Devices
rm from being
t c eful if you are
mphony Client: using a rule to control the PTZ camera.
1 and select Settings
Choose a Carr
arm oceurs' checkbox HALO Smart Sensor v
n other panels’ checkbox
0 d will trigger an alarm on this camera,
1p in the timell
Choose a Map
Pick an item, v
The /O device will trigger an alarm on this map
Instructions
If a monitoring station or user is using Symphony Client when an alarm occurs, they will be presented with the following instructions on
their screen telling what they should do. They may be instructed with rule phone numbers and location addresses.
Disnlav. %
Back |
o g x
s/actionsets/12 had

Devices  Security es  Licenses

RulesEvent Schedules

Rules > Action

HALO_VAPE_ACTION

Help

LI VI el dG SEIECLSRLINYS

Choose a C.

Properties

checkbox

HALO Smart Sensor v
" heckbox
Alarm The 1/0 device will trigger an alar amera
3 the alarm will show up in the t
Instructions
Choose a Map
Record
Pick an item, v

The 1/0 device will trigger an alarm on this map

Instructions

If a monitoring station or user is using Symphony Client when an alarm occurs, they will be presented with the following instructions on
their screen telling what they should do. They may be instructed with rule phone numbers and location addresses.

Display

@ Text
O File

Enter what should be done in case of an alarm below

LO VAPE DETECTED ('

ISTESTING)

Record

Start recording on other cameras

[ Devices

2) Specify the Instructions to Display upon trigger of this HALO event type
3) Click Save
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1) Click on Events
2) Click on the New Event Button

B oo + o - & X
€ . WA % @ (s :
S Devices Security Rules Licenses Settings Web Client LogOut Help
Events
Q Name Devices
HALO_VMSTESTING VAP "
1 Event Page 1
[S] TESTING, x4+ o - & x
€ CcC a 16.10.59) o Update

S Devices Security Rules Licenses ~Settings Web Client LogOut Help

HALO_VMSTESTING_VAPE

Properties

HALO_VMSTESTING VAPE

HALO Smart Sensor

Select video engine from those running on camera
TCP Listener v

Alarm type

1) Specify a name for the Event

2) Select TCP Listener from the Dropdown menu for Video Engine

3) Select “Alarm on metadata that contains” and specify the event string for the event
(ex. halo.event.Vape.VMSTESTING)

4) Click Save
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1) Click on Rules
2) Click the Add button

"

SENSTAZ, Devices Security Rules Likenses Settings

Web Chent

LogOut Help
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"’ Devices Security Rules Licenses Settings Web Client LogOut Help

Rules Events ActionSets Schedules

VMSTESTING has Detected VAPE

Properties
Events mbLoRerties
Actions Rule name
VMSTESTING has Detected VAPE
Schedule
Enabled
Severity
Events
IEZl HALO_VMSTESTING_VAPE
Devices: HALO Smart Sensor
Actions
Active Action Set
HALO_VAPE_ACTION v
Schedule
Back
© - o x
« @(U
SENSTZS Devices Security Rules Licenses Settings Web Client LogOut Help
Rules Event Action Sets  Schedules
Rules
VMSTESTING has Detected VAPE
Events
Properties
_— EEIM HALO_VMSTESTING_VAPE
Devices: HALO Smart Sensor
Actions
Schedule %
Severity

Actions

Active Action Set
HALO_VAPE_ACTION v

I e aconsel

Schedule

Active Schedule:
HALO v

Severity

1) Specify a Name for the Rule and check the Enabled checkbox
2) Select an Event for the Rule from the dropdown menu

3) Select an Action for the Rule from the dropdown menu

4) Select a Schedule for the Rule from the dropdown menu

5) Click Save
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SENSTAR SYMPHONY CLIENT- VISUALIZING HALO EVENTS

The screenshot shows the HALO Smart Sensor RTSP stream displayed as a camera.

When the HALO is triggered, an event is displayed in the Alarm Console with the Instructions
and Time and Date of the event. When clicked, this acts as a bookmark for the recorded video

for the event.

Health Index  AQI

NO2

Humidity Temp F

Masking Aggression Tamper

Temperature Humidity Light Level Health Index AQI TVOC

74 38 54 2 3 259

%RH lux Moderate ppb

CO.eq NO: PM2.5 PM10

702 4 0 0

ppm ppb Hg/m? pg/m?
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