Product Exploration

Smart Cameras
Bring Facial
Recogpnition to the

Edge

Face recognition has become more common than
ever. The technology can be used for hoth security
and non-security purposes. More and more, face
recognition is moving toward the edge, as smart
cameras embedded with face recognition and
deep learning capabilities help users achieve their
various objectives.
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ace recognition is now seeing increasing deployment

among end-user entities due to its effectiveness in identi-

fying individuals. “Face recognition is the sort of basic

capability that could be useful across a very broad range
of vertical markets. An automatic system to recognize a person out
in the world and connect them with all the other times they have
appeared is quite powerful,” said Michael Jamieson, Computer
Vision Scientist at Senstar.

The primary goal for deploying face recognition is still to secure
people and assets against criminals, terrorists or other unwanted
individuals. “Face recognition is used a lot in safe city, smart city
and airports. In these environments, face recognition is frequently
used for identifying blacklisted people.” said Sadi Vural, President
and CEO of Ayonix.

“Facial recognition software is making video surveillance
systems highly effective in terms of minimizing the threat
associated with criminal activity. It can be used to provide alerts
when blacklisted people enter the building.” said Karen Sangha,
Field Marketing Manager for Security Solutions at Panasonic.
“This happened at DonauEinkaufszentrum shopping center, 70
miles north of Munich, Germany. It followed a robbery out of
hours, when a cash till was stolen. Two weeks later the center’s
security team was alerted by the system that the suspected robber
had triggered an entrance camera and were able to apprehend
him.”

In fact, stopping crime is one
of the main growth drivers
for face recognition, which
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What to Look
for When
Purchasing
Face
Recognition
Cameras

When selecting face
recognition cameras,
several things need to be
looked at to get the right
product at the right price.

would grow from US$4 billion in 2017 to
$7.8 billion by 2022, at a compound annual
growth rate (CAGR) of 13.9 percent. “The
increased need for enhanced surveillance and
monitoring at public places and the increased
use of facial recognition technologies in
industries such as the government are
expected to be driving the facial recognition
market growth,” the market research firm
wrote in a report. “Facial recognition
technologies are used to minimize the
threats associated with terrorism and border
securities. The growing need for surveillance
at public places is expected to be one of the
major factors that drives the growth of the
facial recognition market.”

“Recent developments in facial recognition
software not only focus on the need for

most popular use is within retail environ-
ments, where facial recognition technology
can simultaneously be used to power
marketing analysis, such as age information
and gender evaluation.”

Toward the Edge

Typically, face recognition software is run
on a server due to the amount of processing
power required. But this process can be very
time-consuming, expensive and difficult
to meet the wide range of face recognition
needs in the market. As a result, manufac-
turers have launched cameras with face
recognition capabilities. In one example, a
chip that Qualcomm developed in 2017 has
enabled camera vendors
to add human detection,
face recognition, motion
detection and other

improved security, but also provides greater functions into their

levels of insight into customer types and

behavior than ever before.”

Beyond security, however, face recognition
is used for various purposes as well, for
example helping the end user gain better
business intelligence. “The recent develop-
ments in facial recognition software not only
focus on the need for improved security,
but also provides greater levels of insight
into customer types and behavior than
ever before.” said Sangha. “The use of
such analytical capabilities is shaping and
changing the way businesses see operations
and the way they work for the better. The

products.

Most experts agree that
with advances in camera
technology, running face
recognition on the front end has become
more and more feasible. “Yes, this trend is
certainly emerging. It is important to distin-
guish facial detection from facial recognition.
The camera primarily does the facial
detection and extraction of key features. The
facial recognition is primarily performed at
the server in order to match the face captured
with the listed faces. However, it is possible
that more and more of the facial data extrac-
tions will be performed at the camera,” said
Walter Lee, Evangelist and Government

“In general, the better the resolution, the further you can see. The more light-sensitive is the camera, the better
you can see in poor lighting conditions;’ said Walter Lee, Evangelist and Government Relations Leader for Global
Safety Division at NEC.

“Systems integrators should pay more attention to the recognition accuracy, the front-end face gallery capacity,
the maximum number of faces under a single screen, installation requirements and adaptability to complex
project environment,'said Stanley Hu, Product Director at Dahua Technology.

“For users, more attention should be paid to the performance of the product, such as the false acceptance rate
and false recognition rate;”said Jerry Hong, IP Product Manager at Hikvision Digital Technology. “In addition to
the abovementioned, integrators should also be concerned with whether the product meets compliance, and
whether the overall solution meets the user’s business needs with the best cost-performance ratio”’

Meanwhile, how to set up the cameras to get the optimal results is also important. “Systems integrators should
deploy the cameras based upon actual parameters of the camera, the type of camera and the actual business
needs of customers. Usually they need to avoid poor environments such as strong backlight, large bevel angle,
darkness, distance, unstable base installation and unsteady power supply,”Hu said.“Priority deployment should
be in major roads facing the stream of people. For example, Dahua smart capture system is suitable to be installed
in the entrance to park and shopping mall entrances, with a suggested installation height of about five meters,
which delivers multi-target face capture within 50 meters.”’
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Relations Leader for Global Safety Division
at NEC.

“While there are many approaches for
making networks faster and more compact,
I expect you wouldn't be able to run one on
older cameras without significantly compro-
mising accuracy or frame rate. On the other
hand, cameras with specialized hardware
such as the Nvidia Jetson module should be
able to comfortably run a strong network,”
said Jamieson.

“Normally, a maximum of 10 cameras
can be connected to a single Xeon server.
If they use 1,000 cameras, it means 100
servers must be used. This is overpriced
and a lot of maintenance and support is
needed. Integrators must be careful on this,
Embedded cameras solve this problem
greatly.” said Vural. “Recently we have
integrated 3D face recognition engine to Axis
P1367 camera, which runs face detection,
tracker and 3D face analysis; extracts gender,
age and expression; and generates face
template. The face template is then sent to
the Milestone Xprotect server. One server

They see the big city.

can handle up to 10,000 cameras in one
single server machine.”

A main benefit of face recognition cameras
is that the recognition process can be done
on the front end. “It can be widely used in
fields such as police identity verification,
key blacklist and whitelist distribution
control, facial similarity analysis, key object
reminder and human trajectory analysis,
saving cost for the users regarding the entire
set of intelligent system deployment.” said
Stanley Hu, Product Director at Dahua
Technology. “Based upon face recognition,
the camera can be widely integrated with
the existing business of customers, such as
face-recognition-powered on-site check-in
into conferences, kindergarten enrollment
statistics and important visitor alerts to
enhance the service experience of the
customers’ existing business.”

The features and functionality that face
recognition cameras provide make them
suitable for safe city projects. However. there
are use cases in other applications as well,
“For airports, stadiums and other large public
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areas needing security, cameras can be deployed at entrances
and exits. Upon detecting a suspicious individual, the camera
can compare his/her face against the blacklist and trigger
an alarm if there’s a match,” said Jerry Hong, IP Product
Manager at Hikvision Digital Technology. “Also in casinos,
face recognition cameras can prevent repeat offenders from
committing crimes.”

“In addition to monitoring in cities, face recognition
cameras can also be widely used in airport, station, building,
finance, retail and other solutions. For example. in airport
and station solutions, face recognition cameras can be used to
distribute and control key blacklist personnel, arrest criminals
in a timely manner and identify personnel with criminal
records to make pre-judgment on malignant events,” Hu
said. “In intelligent building solutions, you can deploy face
recognition cameras at the entrances and
exits of compounds so as to confirm the
identity of the proprietors, which enables
the property companies to release the
barrier gates in advance, enhancing the their
management experience. In financial and
retail solutions, you can identify the identity
of customers in advance to determine their
membership identity, based upon which you
can do targeted sales promotion strategy.,
virtually provide customers with ubiquitous
service and create accurate sales opportu-

nities.” Karen Sangha, Field Marketing
Manager, Security Solutions,

Panasonic
Hardware Requirements

To run face recognition on cameras,
strong computational power is required,
and this had been a challenge for vendors.
“The main difficulties are as follows. If you
have all recognition tools on-board — that
is, face capture, biometric vector modelling
and comparative search — the entire facial
database has Lo reside on the camera. But
the computing resources of the camera put
a limit on the file size. If you use the edge
analytics only for modeling vectors, while
the database is processed on the server
side, then the algorithms on the camera and
on the server must be absolutely identical. This will entail
agreements between the camera manufacturer, the developer
of the recognition algorithm and the VMS vendor,” said Alan
Ataev, Global Sales Director at AxxonSoft.

With advances in camera technology and hardware, this has
become less of a problem. “In order to realize face recognition
capabilities in front ends, a powerful ISP chip is required
to acquire high-quality images and enable excellent image
processing ability, low noise processing capability and image
blur recovery. Professional artificial intelligence (AI) chips
need to be embedded into the cameras as well in order to
realize capabilities such as face features modeling, analysis
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Sadi Vural, President and CEO,
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and comparison,” Hu said.

“A camera with Intel processor and GPU with at least 8
GB RAM can run face recognition smoothly. This is the
standard,” said Vural. “Recently, Ayonix has developed 3D
face recognition to run on Axis IP camera which has ARM-9
single core CPU in 32 bit. This has been a breakthrough to run
a heavy process in a conventional IP camera.”

“Since all modern algorithms are based on neural networks,
it would make sense to have hardware acceleration for neural
networks on the camera side. At the moment, I am aware
of only one solution that can be embedded, which is the
HiSilicon Kirin 970 chip with a neuromorphic processor.
This is a cutting-edge device that was just released in 2017.
And when they start making cameras with face recognition
based on it, we can expect a noticeable step forward in this

direction,” said Ataev.

Applying Deep
Learning
Increasingly, facial
recognition is using deep
learning analytics to
achieve further accuracy.
In a similar vein, deep
learning is applied to
face recognition cameras

to enhance the recognition process.

Deep learning entails the computer
extracting features by itself, with little to
no manual intervention. The more features
it extracts, including features that are
hard to describe, the more accurate the
recognition process becomes. That’s why
facial recognition engines are increas-
ingly employing deep learning to improve
accuracy.

“Over the past five years, Al technologies
based on neural networks have almost
completely overshadowed everything
else. Face recognition has become much
more reliable, especially in unfavorable
conditions,” Ataev said. “At the time being,
Al and deep learning underlie all of the
most effective solutions on the market. These technologies
beat classical algorithms in terms of recognition quality. And
if you look at the speed at which they are evolving, no one
would seriously consider applying classical algorithms.”

“The core task in face recognition is to take an image of a
face and convert it into a set of features. You want the features
generated from two images of the same person to be as close
as possible (regardless of lighting, expression and other
distractions) while making sure that two images of different
people produce significantly different features. Given enough
data and computation, a neural net can simply do a better job
of this than a hand-designed system. The network can end up



using features that are more complex and counterintuitive than
a human designer is likely to consider,” said Jamieson. “This
change in technology allows newcomers to be very compet-
itive in the face recognition market since accumulated institu-
tional knowledge of previous techniques is less important.”

And increasingly, vendors of facial recognition cameras
have also put deep learning into their products, These include
Hikvision’s DeepinView Dual-Lens Face Recognition Camera
and Dahua’s 2 MP Starlight Face Recognition Box Network
Camera, both embedded with deep learning functions.

“Some of the most direct benefits that deep learning
algorithms can bring include achieving comparable or even
better-than-human pattern recognition accuracy, strong
anti-interference capabilities and the ability to classify and
recognize thousands of features,” Hong said. “With deep
learning technology. the average accuracy of face recognition
increases significantly — by 38 percent. Our advantages in
artificial intelligence in security have come about by having
our own excellent algorithm development team and using the
most powerful GPUs in our computer platforms.”

“Artificial intelligence algorithm is mainly to complete the
face recognition and comparison of the entire process. Deep
learning algorithm, based upon the training of big data, can
improve the accuracy of face recognition, which then can be

applied in more complex environments, such as poorer image
quality and wider angles,” Hu said.

Current Challenges

Despite face recognition cameras’ potential, several
challenges still need to be overcome. One of them is the
issue of privacy as the development of face recognition
cameras will certainly infringe upon the personal privacy of
the individuals being filmed. Therefore, for these cameras
installed around certain premises to collect data, there should
be a proper management mechanism. Information other than
facial data should not be transmitted to the backend so as to
remove the user’s privacy concerns.

Also, market acceptance has yet to pick up given these
cameras are at their beginning stage, and users are still taking
a wait-and-see attitude. "1 think the following factors may
cause hesitance of customers when buying a face recognition
camera: high cost, complicated parameter configuration
and demanding installation process,” Hu said. “We have
corresponding solutions, namely developing different series of
products to meet the needs of different projects, simplifying
the client configuration process, trying to make its products
simple and easy to use, and delivering user guide for its
customers.” BRGH
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